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THONG BAO

Vé viée canh gidc tgi pham si dung cong nghé cao de lira dao

Thoi gian gan ddy, tai Viét Nam dang bung nd cac cude goi video ltra dao truc tuyén.
Déi tugng t6i pham st dung cong nghé Deepfake — cong ngh¢ tmg dung tri tu¢ nhén tao
dé tao ra cac doan video c¢6 hinh anh khuén mit gidng ngudi quen cua nan nhan dé thyuc
hién hanh vi ltra dao.

Khuyen c40 ning cao cinh gidc véi thi doan lira ddo tinh vi nay. Duéi diy la
mot s6 thi doan ma dodi twong thuong siv dung:

- béi tugng lra dao sir dung tai khoan mang xa hoi (Zalo, Facebook, ..) hodc tao tai
khoan mang x& hoi gia danh ngudi than clia nan nhan. Sau dé, cac ddi tugng nay thu thap
thong tin ¢ nhén, hinh anh, video ¢6 giong noi cé san va st dung cong nghé Deepfake dé
tao ra cac video gia mao.

- Str dung tai khoan mang x& hoi giad mao hogc chiém doat dugc dé nhén tin muon
ucn/nho chuyen uen hogc thong bdo nguoi than ctia nan nhan gip nguy hiém nhim yéu
cau chuyén tién gap...;dong thoi thuc hién cude goi video mao danh, phat video gia nhiam
xac thuc thong tin, ting do tin cdy dé lira nan nhan chuyén tién.

DAU HIEU NHAN DIEN:

- Céc cudc goi video gid mao thuong ¢ hinh anh cﬂa nan nhan, tuy nhién &m thanh,
hinh anh khéng 16 nét, tin hi¢u chap chon, thoi luong ngan; sau do ddi tuong lay ly do
mang chap chon, mét séng, dudng truyén kém dé dimg cude go1 video. Déu hiéu khac dé
nhén dién cudc goi mao danh nay 1a ndi dung tra 101 khong truc tlep vao cau héi cua Nguoi
hoi hodc khong phu hop voi ngit canh dang giao tiép.

Nham kip thoi phat hién tha doan gian lan va bio vé tai san, khuyén cso:

- Han ché chia sé hinh &nh, video ¢6 giong ndi that, thong tin cé nhan trén mang xa
hoi.

- Nang cao canh gidc voi céc tin nhin, cudc goi hoi vay muon tin, yéu cdu chuyén
tién - ké ca xac nhan qua video néu c6 dau hidu nghi ngo.

- Chir y kiém tra k¥ thong tin tai khoan nhan tién béng cach goi di¢n truc tiép vao sb
di¢n thoai cua nguoi lién hé (khong goi qua cac ing dung mién phi) dé x4c minh lai thong
tin true khi chuyén tién.

Chia sé thong tin nay dén ngudi than, ban bé dé ciing ning cao nhén thic va canh
gidc voi cac thu doan ltra déo.
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